
Security Analyst 

 
Course Overview       

 
This course will teach students the various aspects of being a security analyst, including 

the threat landscape, policies, procedures, risk, auditing, vulnerability, pen testing, 

methodologies, guidelines, and pen test results. 
 

 

Chapter 01 - Security Analyst and the Threat Landscape                                                 1h 1m 

Topic A: What is a Security Analyst - Part 1 

What is a Security Analyst - Part 2 

What is a Security Analyst - Part 3 

Topic B: Threat Landscape - Part 1 

Threat Landscape - Part 2 

Threat Landscape - Part 3 

 

Chapter 02 - Policies, Procedures, and Risk        1h 

Topic A: Policies and Procedures - Part 1 

Policies and Procedures - Part 2 

Policies and Procedures - Part 3 

Topic B: Risk Assessment - Part 1 

Risk Assessment - Part 2 

Risk Assessment - Part 3 

 

Chapter 03 - Auditing, Vulnerability, and Pen Testing      53m 

Topic A: Auditing Vulnerability Assessment and Pen Test - Part 1 

Auditing Vulnerability Assessment and Pen Test - Part 2 

Auditing Vulnerability Assessment and Pen Test - Part 3 

Topic B: Types and Phases of Penetration Testing - Part 1 

Types and Phases of Penetration Testing - Part 2 

Types and Phases of Penetration Testing - Part 3 

 

Chapter 04 - Methodologies, Guidelines, and Pen Test Results     1h 12m 

Topic A: Methodologies and Guidelines - Part 1 

Methodologies and Guidelines - Part 2 

Methodologies and Guidelines - Part 3 

Topic B: Penetration Testing Results - Part 1 

Penetration Testing Results - Part 2 

Penetration Testing Results - Part 3 

 

 

 

Total Duration:  4h 6m 


