
CISSP: Certified Information Systems Security Professional  

 
Course Overview       

 
This course will teach students about security and risk management, asset security, 

security architecture and engineering, communication and network security, identity and 

access management, security assessment and testing, security operations, and software 

development security. 
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Security and Risk Management 
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Security Governance vs Security Management 

Third-Party Governance 
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Topic: Security Function 
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Privacy 

Security Awareness, Education, and Training 



References 

Topic: Risk Management Concepts 

Risk Management 
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Client-Based 

Server-Based Systems 
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Topic: Cryptographic Concepts, Solutions, and Attacks 
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Modern Cryptography 

Hashing 
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References 
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Cryptographic Attacks 

Cryptographic Attacks (Cont.) 
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Domain 3 Review 

 

Domain 4 - Communication and Network Security       1h 39m 

Communication and Network Security 
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Challenge-Handshake Authentication Protocol (CHAP) 

Extensible Authentication Protocol (EAP) 

Internet Protocol 

IPv4 and IPv6 

IP Classes 

VLSM and CIDR 
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LAN Technologies 
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Carrier-Sense Multiple Access (CSMA) 

Token Passing 
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Topic: Models, Devices, and Protocols 

OSI Model 
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Firewall Deployment Architectures 

Network Access Control 
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Email Security 
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Virtual Private Network 

Switching Technologies 

WAN 

Common Network Attacks 
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Domain 4 Review 

Domain 4 Review 

 



Domain 5 - Identity and Access Management       1h 38m 

Identity and Access Management 

Topic: Physical and Logical Access Control 

Physical and Logical Access 

Defense-in-Depth 

CIA Triad and Access Controls 

References 

Topic: Authentication Methods 

Subjects and Objects 

Recap: AAA Services 

Authorization 

Accounting 

Authentication Factors 

Authentication Factors (Cont.) 

Type 1 Authentication Factor - Something You Know 

Type 2 Authentication Factor - Something You Have 

Type 3 Authentication Factor - Something You Are 
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Passwordless Authentication 

Device Authentication 

Service Authentication 
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SSO and Identity Federation 

Credential Management 

Scripted Access 

Session Management 

References 
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Authorization Mechanisms 

Authorization Mechanisms (Cont.) 

Security Policy 

Access Control Models 

Discretionary Access Control (DAC) 

Nondiscretionary Access Control 

Role-Based Access Control (RBAC) 

Rule-Based Access Control (RuBAC) 

Attribute-Based Access Control (ABAC) 

Mandatory Access Control (MAC) 

Risk-Based Access Control 
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Topic: Identity and Access Lifecycle 
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SSO and the Internet 

Extensible Markup Language (XML) 



Security Assertion Markup Language (SAML) 

OAuth 

OpenID 

OpenID Connect (OIDC) 

SSO and the Internal Networks 

AAA Protocols 

Kerberos 

Kerberos (Cont.) 

RADIUS 

DIAMETER 

TACACS+ 
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Common Attacks 

Common Attacks 

Topic: Protection Methods 
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Security Assessment and Testing 

Topic: Security Assessments, Tests, and Audit Strategies 

Security Testing 

Security Testing (Cont.) 

Security Assessments 

Security Audits 
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Vulnerability Assessments 

Describing Vulnerabilities 

Security Content Automation Protocol (SCAP) 

Vulnerability Scanning 
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Network Vulnerability Scanning 

Web Vulnerability Scanning 

Database Vulnerability Scanning 

Penetration Testing 
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Software Testing 

Code Review and Testing 
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Test Coverage Analysis 
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Auditing Standards 

System and Organization Controls (SOC) 

Compliance Checks 
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Security Operations 

Topic: Foundational Security Operations Concepts 

Need to Know and Principle of Least Privilege 

Separation of Duties/Responsibilities,Two-Person Control, and Split Knowledge 

Job Rotation and Mandatory Vacations 

Privileged Account Management and Service Level Agreements 

References 

Topic: Personnel Safety and Security 

References 

Topic: Provisioning Resources 

Ownership 

Asset Management and Protection 
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Topic: Configuration, Change, Patch, and Vulnerability Management 

Configuration Management 

Change Management 

Patch and Vulnerability Management 
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Incident Management and Response 

Defining Incident 

Incident Response Steps 

Incident Response Steps (Cont.) 
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Topic: Detective and Preventive Measures 

Intrusion Detection and Prevention Systems 

Preventive Measures 

Attacks 

Attacks 

Attacks 

References 

Topic: Logging and Monitoring 

Logging and Monitoring Techniques 

Role of Monitoring 

Automating Incident Response 

Automating Incident Response (Cont.) 

References 

Topic: Developing, Testing, Implementing, and Maintaining BCP and DRP 

Nature of Disaster 



Resilience, High Availability, and Fault Tolerance 

Resilience, High Availability, and Fault Tolerance (Cont.) 

Recovery Strategies 

Recovery Strategies (Cont.) 

Planning 

Testing and Maintenance 

Documentation and Training 
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Topic: Investigations and Ethics 

Investigations 

Investigation Types 

Evidence 

Evidence (Cont.) 

Major Categories of Computer Crime 

Ethics 

Organizational Code of Ethics 

(ISC)2 Code of Ethics 

Ethics and the Internet 
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Software Development Security 
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Systems Development Lifecycle 

Lifecycle Models 

Waterfall Model 
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Agile 

Capability Maturity Model (CMM) 

IDEAL Model 

Change Management and Configuration Management 

Service-Level Agreements 

Third-Party Software Acquisition 
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Programming Languages 

Libraries 

Application Programming Interface (API) 

DevOps 
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Code Security 

Database Security 

Database Security (Cont.) 

Web Application Firewall (WAF) 
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Topic: Secure Coding Standards and Guidelines 
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Error/Exception Handling 

Hard-Coded Credentials 

Memory Management 

References 

Topic: Software Testing, Assurance, and Vulnerabilities 

Software Testing 

Software Assurance (SwA) 

Vulnerabilities  

Types of Malware 

Sources of Malware 

Types of Attacks 

Password Attacks 

Application Attacks 

Web Application Attacks 

Reconnaissance Attacks 

Masquerading Attacks 

Zero-Day Attacks 

References 
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